AI Vendor Review Checklist
[Organization Name] · Vendor: [Vendor Name] · Tool: [Product] · Reviewer: [Name] · Date: [Date]
Template provided by Tiffany Lederle · tiffanylederle.com — replace bracketed fields with your organization's details before adoption.
Use this checklist for any AI tool that will process company information. Score each item Yes, Partial, or No, and record evidence — a documentation link, contract clause, or written vendor answer. Items marked Critical should be satisfied before approval.
1. Vendor Profile
	Item
	Response

	Legal entity name and country
	

	Years in operation / ownership
	

	Product and version under review
	

	Reference customers in our industry
	

	Financial stability concerns
	


2. Data Handling — Critical
	Question
	Y / P / N
	Evidence

	Is our data excluded from model training by default?
	
	

	Is that exclusion stated in the contract, not just marketing?
	
	

	What is the data retention period, and can we set it to zero?
	
	

	Where is data stored and processed geographically?
	
	

	Is data encrypted in transit and at rest?
	
	

	Is our tenant logically isolated from other customers?
	
	

	Can we export and permanently delete our data on demand?
	
	

	Are subprocessors disclosed, and are we notified of changes?
	
	


3. Security Controls
	Question
	Y / P / N
	Evidence

	SSO / SAML and enforced MFA available?
	
	

	Role-based access control and least privilege?
	
	

	Admin and user audit logs exportable to our SIEM?
	
	

	Current SOC 2 Type II, ISO 27001, or FedRAMP status?
	
	

	Penetration testing cadence and summary available?
	
	

	Documented vulnerability management and patch SLAs?
	
	

	Breach notification commitment and timeline?
	
	

	Secure API authentication and key rotation?
	
	


4. Compliance Fit
	Question
	Y / P / N
	Evidence

	Which frameworks apply: CMMC, NIST 800-171, HIPAA, PCI, SOC 2, ISO 27001, GDPR, state privacy?
	
	

	Does the vendor support our specific obligations?
	
	

	Is a DPA, BAA, or CUI flow-down agreement available and signed?
	
	

	Are US-only or sovereign hosting options available if required?
	
	

	Are personnel screening and export-control requirements met?
	
	

	Does the vendor accept required contract flow-downs?
	
	


5. Model Behavior and Transparency
	Question
	Y / P / N
	Evidence

	Which underlying models are used, and are they disclosed?
	
	

	Are we notified before material model changes?
	
	

	Are source citations or groundings provided for outputs?
	
	

	Are guardrails and content filters configurable?
	
	

	Is there documented accuracy or evaluation testing?
	
	

	Does the tool make automated decisions about individuals?
	
	


6. Operations and Commercial
	Question
	Y / P / N
	Evidence

	Uptime SLA and historical performance?
	
	

	Support model, hours, and escalation path?
	
	

	Admin controls for provisioning and deprovisioning?
	
	

	Integration effort and identity requirements?
	
	

	Pricing model, true annual cost, and renewal terms?
	
	

	Exit plan: data export format and transition support?
	
	


7. Reviewer Recommendation
	Field
	Entry

	Critical items unmet
	

	Residual risks and mitigations
	

	Recommendation (Approve / Approve with conditions / Decline)
	

	Business owner accepting risk
	

	Approval date and next review date
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